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Industry Is Good at Personal Safety … 

 
 

 

But Process Safety Can Be More Challenging 
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We have reached the point where 
the need for better operational risk 

management, and the available 
technology, can come together to 

transform the industry 

Executive Overview 

There may be some important gaps in the way we run our businesses to-

day.  We all do some form of planning for risk, and we all make safety a 

priority—but this doesn’t seem to be enough.  Things can, and occasionally 

do, go wrong.  This report looks at some of the ways industrial companies 

can improve operational risk management and thereby help assure opera-

tional continuity.  Operational risk management (ORM) is the systematic 

process of planning for, identifying, analyzing, monitoring, responding to, 

and mitigating operational risks.  It involves processes, tools, and tech-

niques that will help maximize the probability and results of positive 

events and minimize the probability and consequences of adverse events.   

While industry continues to demonstrate success in re-

ducing the incidence of occupational injury and illness, 

focusing on personal safety alone is not sufficient and 

may not prevent serious accidents.  Numerous high-

profile incidents in the last couple of years have heigh-

tened awareness that organizations need to pay more 

attention to process safety: preventing spills, leaks, equipment malfunc-

tions, excessive pressures and temperatures, corrosion, metal fatigue, fires, 

explosions, and the like.  Process safety improvement programs typically 

consider multiple operational areas.  These include design and engineering 

of production assets, hazard assessments, management of change, inspec-

tion, testing, and maintenance of equipment, alarms and alarm response, 

automation and control of production processes, implementing process sa-

feguarding systems, ensuring that effective procedures are in place and 

followed, training of personnel, human factors, and security. 

In most cases, companies can leverage many existing systems and applica-

tions as part of the ORM solution, which makes a lot of sense, because 

that’s how you run your plant and your business.   

Ensuring Operational Continuity and Growth 

Operational risk management doesn’t happen in a vacuum.  It is intimately 

intertwined with all the day-to-day business and operation pressures.  To 

ensure operational growth and continuity, management should focus on 

four areas:  operational performance, operational risk, human capital and 

culture, and environmental sustainability.   
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The Pursuit of Operational Continuity 
Requires Management Focus on 

Execution, Risk, People, and Environment 

Achieving excellence in operational perfor-

mance involves optimizing the normal business 

processes involved in the day-to-day running of 

the business.  Typically, this involves a collec-

tion of applications and systems that improve or 

manage asset performance, flexibility and res-

ponsiveness, efficiency and cost control, 

business process management, quality, supply 

chain execution, and capital projects execution.  

In many cases, the very same applications and 

systems form the basis for much of the data col-

lection and business process execution involved 

in energy management and environmental sustainability initiatives, as well 

as people-centered initiatives such as training, knowledge management, 

safety culture creation and maintenance, organization, and community 

building.   

It stands to reason that manufacturers should leverage these systems, 

where possible, and add visibility, analytics, workflow management, or 

other technologies to implement effective operational risk management in-

itiatives.   

Growing Awareness of the Need for ORM 

Natural disasters, terrorist attacks, and manmade disasters seem to 

appear in the news every day now.  According to Mark D. Abko-

witz in his book, Operational Risk Management: A Case Study Approach 
to Effective Planning and Response, ten basic risk factors can lead to 

vulnerabilities in any of these three categories of disaster.  The basic 

risk factors are:  

• Design and construction flaws 

• Deferred maintenance 

• Economic pressures 

• Schedule constraints 

• Inadequate training 

• Not following procedures 

• Lack of planning and preparedness 

• Communication failure 
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• Arrogance 

• Stifling political agenda 

When it comes to operational risk management, there may be some impor-

tant gaps in the way we run our businesses.  In some cases, even when 

executives and managers have prioritized process safety, things go wrong.  

Too often, organizations or individuals make process safety decisions un-

der pressure, or without proper context or sufficient information, even in 

companies that have a long tradition of making safety a priority.   

It is important to find the right balance so that process safety decisions ac-

curately reflect the company’s desired operational risk profile.  Though risk 

can never be eliminated, a variety of mechanisms can be put in place to bal-

ance desired safety outcomes with day-to-day business imperatives and 

pressures.    

Baker Panel Report 

The Baker Panel report has proven to be a very influential document in 

raising awareness about process safety and risk management.  The Baker 

report looked for deficiencies in three areas:  corporate safety oversight, 

including the safe management of refineries obtained through mergers and 

acquisitions; corporate safety culture; and corporate and site 

safety management systems.   

In considering corporate safety culture, the report looked at the 

degree to which corporate officials exercise appropriate leader-

ship to promote adherence to safety management systems.  

They also looked at whether organizations incorporate process 

safety effectively into management decision-making at all le-

vels, and whether employees at all levels are empowered to 

promote improved process safety.  Another determinant of 

process safety culture is the degree to which process safety 

programs receive adequate resources and are appropriately 

positioned within organizational structures.   

In considering corporate and site safety management systems, the report 

looked at near-miss reporting and investigation programs; mechanical inte-

grity programs; and siting policies for occupied structures near hazardous 

operating units.  They also examined hazard analysis programs, manage-

ment-of-change programs, and operating procedures for processes with 

catastrophic potential.   
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The report made specific recommendations in several areas dealing with: 

• Process safety leadership 

• Integrated and comprehensive process safety management system 

• Process safety knowledge and expertise 

• Process safety culture 

• Clearly defined expectations and accountability for process safety 

• Support for line management 

• Leading and lagging performance indicators for process safety 

• Process safety auditing 

• Board monitoring 

• Industry leadership 

Leading and Lagging Indicators 

Among the key recommendations of the Baker report is the recommenda-

tion to implement and monitor leading and lagging performance indicators 

for process safety.   

In 2008, The Center for Chemical Process Safety released a document, 

Process Safety Leading and Lagging Metrics, intended to propose an industry-

wide lagging metric and to suggest leading and other metrics for individual 

company consideration.  While, the Center crafted the well-thought-out 

document with the chemical industry in mind, it makes an excellent start-

ing point for other industries where typical leading and lagging indicators 

may not be readily available.  The reports proposed three industry-wide 

lagging process safety metrics, with a recommendation that companies im-

plement and publicly report them:   

• Total Count of Process Safety Incidents (PSIC)—the count of all process 

safety incidents  

• Process Safety Total Incident Rate (PSTIR)—The cumulative annual 

count of incidents normalized by man-hours 

• Process Safety Incident Severity Rate (PSISR)—the cumulative annual 

severity-weighted rate of process safety incidents  

The document includes definitions, formulas, examples, and further discus-

sion of these metrics.  The CCPS committee also recommends that all 

companies implement a Near Miss reporting metric(s).  A Near Miss may 

be seen as either a lagging or a leading indicator but, clearly, collecting and 

evaluating this data may reduce process safety risk.   
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In addition, the CCPS identifies a number of potential leading indicators, 

which indicate the health of important aspects of the safety management 

system.  CCPS recommends that companies implement the leading metrics 

most applicable and appropriate to their individual circumstances.   

 

Reduce Risk by Tracking Leading and Lagging Indicators 

Safety systems that leading metrics have been identified for include:  

• Maintenance of mechanical integrity 

- Inspections completed vs. inspections due 

- Production with failed safety critical equipment  

• Action items follow-up 

- Past due process safety action items 

• Management of change 

- MOCs that satisfy all aspects of the site’s MOC procedure 

- Changes that used the MOC procedure 

- Start-ups with no safety problems related to changes  

• Process safety training and competency  

- Training for PSM critical positions 

- Training competency Assessment 

- Failure to follow procedures/safe working practices 

Another area where some sort of leading metric would be helpful is a me-

chanism for measuring the effectiveness of an organization’s process safety 

culture. The CCPS document includes some suggestions.   
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Abnormal Situation Management 
Plant incident reporting systems are typically designed to support process 

safety management, but do not support the plant’s need to identify, ana-

lyze, and measure sources and impacts of abnormal situations.  The 

Abnormal Situation Management (ASM) Consortium, an active consortium 

of 13 companies and universities, has focused on this area and published a 

number of guidelines and white papers to help companies improve abnor-

mal situation management.   

 

Identify Leading Indicators to Manage for Continuity 

Most Companies Already Use Some Risk 
Management Tools and Techniques 

Companies regularly deal with many kinds of risk, including financial risk, 

project risk, legal risk, operational risk, and others.  Risk management me-

thods and techniques have evolved to support the unique needs of each 

discipline.  Some fundamental tools and methods can be applied more 

broadly.  Risk management plans often include a planning step and a moni-

toring and control step.  The planning step typically includes risk 

identification, qualitative risk analysis (prioritized list), quantitative risk 

analysis (numerical analysis), and risk response planning.  The monitoring 

and control step varies a bit more by risk type.   
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Creating a Holistic and Risk-informed Decision-making 
Environment for Operations 

In some industries, managing operational risk is a critical necessity.  Air-

lines couldn’t survive if planes crashed regularly, submarine systems must 

remain operable to sustain life, and NASA wouldn’t be funded if missions 

usually failed.  But in other industries, operational risks seem more remote 

and a seat-of-the-pants culture has prevailed in some companies.  Recent 

events have changed the thinking.  How do organizations for which it is 

critical to manage operational risk approach the problem?   

 

The Role of System Safety Models and Other Models in Risk-informed 
Decision Making at NASA 

An important part of the solution appears to be putting systems in place to 

support and encourage risk-informed decision-making throughout the or-

ganization.  For example, some characteristics of NASA’s holistic, risk-

informed decision-making environment include:   

• An accident scenario modeling technique used in hazard analysis 
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• Safety-related performance measures (PMs) formulated to support risk 

tradeoff studies 

• Probabilistic Risk Analysis (PRA) techniques used to quantify PMs 

• Uncertainties evaluated and characterized 

• Hazard analysis and PRA models collectively constitute system safety 

models to support decision processes 

NASA’s approach showcases some important ways of looking at the prob-

lem.  It takes into account not only technical risk assessment, but also 

stakeholders and affordability.  It also incorporates a hierarchy of objec-

tives, potential adverse consequences, and models used to assess 

performance and consequences.   

Process Safety 

Operating safely means preventing spills, leaks, equipment malfunctions, 

excessive pressures and temperatures, fires, explosions, corrosion, metal 

fatigue, and similar incidents.  In this context, “process” broadly includes 

all equipment and technology used in production, including reactors, tanks, 

piping, boilers, cooling towers, refrigeration systems, and the like.  In other 

industries, “process” would include robots, paint booths, packaging lines, 

and other equipment.  

 

Safety Lifecycle Model 
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Process safety programs necessarily focus on a number of different dimen-

sions.  Design and engineering of production assets provides a starting 

point, but process safety is most closely associated with operational activi-

ties such as hazard assessment; production process control; effective alarms 

and alarm response; inspecting, testing, and maintaining equipment; man-

agement of change; and ensuring that effective procedures are in place and 

followed.  Process safety initiatives may focus on redesigning processes to 

make them inherently safer, for example by reducing pressures, lowering 

temperatures, using alternative materials, or eliminating in-process storage, 

where the process allows.  In addition, process safety programs usually in-

clude effective personnel training and human factors.   

Functional Safety of Electrical/Electronic/Programmable 
Electronic Safety-related Systems 
A considerable body of knowledge and expertise has been developed 

around technological and automation solutions and practices in process 

safety.  While not the focus of this paper, it plays a critical role in process 

safety and operational risk management.  We present here a brief overview 

of two important standards for readers who may not be familiar with them.  

For additional information on process safety, safety culture, layer of protec-

tion analysis (LOPA), and safety technologies, follow this link to ARC 

analyst Larry O’Brien’s posts: 

http://www.arcweb.com/Domains/ProcessAutomation/LarryOBrien/def

ault.aspx 

IEC 61508, "Functional safety of electrical/ electronic/ programmable elec-

tronic safety-related systems" is an international functional safety standard.  

It defines functional safety as: “part of the overall safety relating to the EUC 

(Equipment Under Control) and the EUC control system which depends on 

the correct functioning of the E/E/PE safety-related systems, other tech-

nology safety-related systems and external risk reduction facilities.” 

The standard covers the complete safety life cycle, and encompasses the 

concepts of risk and safety function.  Risk is a function of frequency (or like-

lihood) of the hazardous event and the event consequence severity.  The 

risk is reduced to a tolerable level by applying safety functions, which may 

consist of E/E/PES and/or other technologies.  While other technologies 

may be employed in reducing the risk, only those safety functions relying 

on E/E/PES are covered by the detailed requirements of IEC 61508. 
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IEC 61508 maintains that zero risk can never be reached; that safety must be 

considered from the beginning; and that non-tolerable risks must be re-

duced as low as reasonably possible.   

IEC 61511, “Functional safety - Safety instrumented systems for the process 

industry sector,” defines the functional safety requirements established by 

IEC 61508 in process industry sector terminology.  IEC 61511 focuses atten-

tion on one type of instrumented safety system used within the process 

sector, the safety instrumented system (SIS).  The standard does not pro-

vide requirements for other instrumented safety systems, such as fire and 

gas systems, safety alarms, or safety controls. 

Security 

In today’s world, security means more than a fence and a guard at the gate.  

Leading companies utilize a risk-based approach to security, wherein they 

prioritize and set risk-based performance targets, assess vulnerabilities, and 

then apply the appropriate tools to mitigate risk.  They apply the same safe-

ty and security standards to all operations, without regard to where they 

may be physically located.  They work in partnership with government, 

sharing information bi-directionally.  And they pay close attention to secu-

rity throughout the supply chain, not just individual site and facility 

security.   

Supply Chain Security 
Security throughout the supply chain requires cooperation among produc-

ers, carriers, and government.  Technology such as track and trace 

technology, or, tamper-proof container security seals, can help, but are not 

the sole solution.  Additional inspections, compliance with government-

business initiatives such as Customs Trade Partnership against Terrorism 

(C-TPAT) and regulations such as Maritime Transportation Security Act 

(MTSA), and other measures are also critical. 

Site and Facility Security 
In addition to process safety initiatives, adequate plant security typically 

includes vulnerability assessments by process safety engineers as well as 

security professionals, perimeter surveillance with video and sensors, 

access control, monitoring plant infeeds, and secure storage of hazmat 

transport containers.   
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Personnel Security 
Providing for the security of people is also becoming more important.  

Measures range from background checking and access controls to travel 

warnings and restrictions, executive or key personnel security.  In addition, 

enhanced security at events may also be advisable.   

Information/Cyber Security 
The Stuxnet attack disproved the conventional wisdom that process control 

systems are safe from cyber-attacks so long as they are kept isolated from 

the Internet.   The Stuxnet attack employed a variety of strategies to pene-

trate certain isolated process control systems.  Authentication systems, 

customer screening, document classification and access control, and other 

advanced techniques should be employed throughout the enterprise in or-

der to protect company information and systems.  For more information 

and insights about cyber security, follow this link to ARC analyst Bob 

Mick’s blog site: 

http://www.arcweb.com/Domains/Manufacturing_IT/CyberSecurity/de

fault.aspx 

Emergency Response 
It is important that every facility have a crisis management plan in place.  

Crisis management plans should include trained professional responders, 

provision for armed response when necessary, and community awareness 

plans as well as advance training of local community responders.   

The Role of Enterprise and Plant 
Systems in ORM 

A business strategy of pursuing operational continuity and growth de-

mands management focus in other areas beyond operational risk 

management.  Businesses must also attend to operational performance, 

management of people, and environmental sustainability.   

Operational Performance 

Most companies already have systems in place, or are in the process of im-

plementing systems to manufacture efficiently at the desired quality point, 
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manage asset performance, and assure supply chain performance.  New 

products are being introduced, and plant systems are being upgraded with 

new energy-saving equipment.  Many companies are exploring new IT so-

lutions for improving flexibility and responsiveness to changing markets 

and demand, improving business processes, enhancing performance 

through visibility, analytics, and mobility solutions, improving the innova-

tion cycle, or reducing energy consumption.  Many of these systems will 

play a role in any operational risk management improvement initiative.  

They will provide the necessary data, and help ensure that processes are 

followed, KPIs are visible, and goals are met.    

 

Pursuing Operational Continuity and Growth Demands Management 
Focus in Four Areas 

People 

Most companies anticipate significant changes in their workforce skills and 

composition over the next several years.  Considerable know-how and tri-

bal knowledge may exit the company as older workers retire.  The 

Millennials now entering the workforce have vastly different technical 

competencies and expectations of the workplace.  This will affect training 

programs, knowledge management, safety norms, culture, and organiza-

tions.  Leading companies are beginning to revisit their plant technology 

environment in light of these anticipated changes. 
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Key Responsibilities for Operational Continuity and Growth 

Environmental Sustainability 

Another big driver for technological change is a new appreciation of the 

impact company activities have on the environment and the cost to compa-

nies of structural changes due to external forces such as energy price 

increases and increasing governmental regulation.  To be in compliance and 

keep costs down, companies look to analytical, visibility, workflow, and 

process enforcement tools.   

Enablers of Operational Risk Management 

To improve operational risk management, companies can avail themselves 

of existing enabling tools, applications, and technologies.   

To enforce best practices, standard operating procedures (SOPs), and com-

pliance, companies leverage workflow management business process 

management (BPM), or MES systems.  Integration backbones or service 

busses can knit together applications or services across the enterprise.  Real-

time visibility and manufacturing intelligence systems, analytics, and dash-

boards can help manage data, context, data display, and information 

management and compliance reporting.  In addition, these systems can dis-

seminate and manage KPIs, performance metrics, and alerts, and can drive 

continuous improvement programs.  Other technologies enabling opera-
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tional risk management improvement include project management, simula-

tion and virtualization, and mobility solutions.   

 

Operational Risk Management Involves Many Different Types of 
Software and Systems 

Recommendations 

Pursuing operational continuity and growth requires management focus in 

four areas: operations performance, operations risk management, human 

capital, and environmental sustainability.  Many manufacturers have in-

vested and are continuing to invest in three of these four areas, but have yet 

to implement solutions that directly address operational risk management.  

Many technologies already in use will play a key supporting role in pur-

suing operational continuity and growth, but in some cases, technologies 

will need to be added or extended to enhance operational risk manage-

ment.   
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Operational Risk Management Maturity Curve 

To improve operational risk management, manufacturers should:  

• Ensure adequate solutions are in place to manage processes safely. 

• Provide the capability to plan mitigation of risks to people, plant, and 

the environment. 

• Provide visibility to business processes, risk analysis, incident analysis, 

performance measurement, KPIs, process safety information, and au-

dits.  A role-based ORM dashboard can help provide this visibility 

across the enterprise, from executives to plant workers.  This can in-

crease compliance and enhance performance while reducing risk.   

• Ensure that operators, supervisors, and maintenance personnel are 

provided with timely, accurate, and reliable process safety information, 

including appropriate leading and lagging indicators.  

• Consider deploying technology such as workflow management to en-

sure that standard operation procedures (SOPs) are always followed.   

• Evaluate the role of technologies including visibility, integration, 

workflow, analytics, enterprise asset management, MES, and other 

technologies in supporting ORM and operational continuity improve-

ments. 
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AIM Asset Information Management 
ASM Abnormal Situation Management 
BPM Business Process Management 
CCPS Center for Chemical Process 

Safety 
CMM Collaborative Management Model 
EH&S Environmental, Health, & Safety 
ERP Enterprise Resource Planning 

EUC Equipment Under Control 
GRC Governance, Risk Management, 

& Compliance 
IEC International Electrotechnical 

Commission 
KPI Key Performance Indicator 
LOPA Layer of Protection Analysis 

MES Manufacturing Execution System 
MOC Management of Change 
OEE Overall Equipment Effectiveness 
OpX Operational Excellence 
ORM Operational Risk Management 
PAM Plant Asset Management 
PM Performance Measure 
PRA Probabilistic Risk Analysis 
PSM Process Safety Management 
RAGAGEP  Recognized and Generally 

Accepted Good Engineering Practice 
RCM Reliability Centered Maintenance 
ROA Return on Assets 
SIS Safety Instrumented System 
SOP Standard Operating Procedure 
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